BID NOTICE

/ \ Maharashtra State Electricity Distribution Company Limited
Tender No: CGMIT/Cyber-Audit-CloudApp/23-24/011
VIAHAVITARAN /Cyber-Audit-CloudApp/23-24/

Maharashtra State Electricity Distribution Co. Ltd. Version: 1.0
{A Gowt. of Maharashtra Undertakins)}

CIN:- U40109MH2005SGC 153645 Date :

The Chief General Manager (IT), on behalf of Maharashtra State Electricity Distribution Company
Limited (the Employer), hereby invites sealed bids from eligible bidders for “Appointment of CERT-IN
Empaneled Security Auditor Agency for Cyber Security Audit of MSEDCL Web facing &
Business Critical Applications.” Entire bidding document is available on MSEDCL e-Tendering Website at
https://etender.mahadiscom.in as per date indicated below. Any changes in the Bid Schedule, corrigendum
etc. shall also be notified via MSEDCL’s website. Prospective bidders are therefore requested to regularly check
the website for any updates.

Tender Fee: Rs.2,500/- Plus GST tax.
The bidder should submit non-refundable Bid Fee of Rs.2,500/- Plus GST in the form of online payment on e-

Tendering Website.

Bid Security / EMD : The bid must be accompanied with Bid Security for an amount of Rs.37,760/- (Rupees
Thirty Seven Thousand Seven Hundred & Sixty Only). The bid security shall be in the form of Online on MSEDCL
e-tender Portal or an Unconditional Bank Guarantee from any Nationalized / Scheduled Bank in favor of the
Maharashtra State Electricity Distribution Co. Ltd., payable at Mumbai.

The Bank Guarantee should be submitted to this office on or before submission date and time.

Calendar of Events

Event Date and Time
Begin Sale of tender Document 19.04.2023

Date of submission of Pre-bid queries 27.04.2023

Date and time of Pre-BID Meeting through Video conferencing. 28.04.2023 15.00 Hrs
Video Conferencing Link: https://meet.google.com/dqd-pcvt-dvw

Date and time of submission of Bids 10.05.2023 17.30 Hrs
Date and time of Bid Opening 10.05.2023 18.00 Hrs

PRE BID MEETING
Google Meet joining info
Video call link: https://meet.google.com/dqd-pcvt-dvw

Brief Scope:
Cyber Security Audit shall be conducted of MSEDCL Web facing & Business Critical Applications.

Qualification Requirements:

1. The bidder must be Company registered in India under companies Act 1956 or Companies
Act 2013, or Firm registered with Registrar of firms and societies in India who fulfils the
eligibility criteria. Kindly note that consortium / joint venture / partnership / similar
arrangement will be disqualified.

2. The bidder must be an empanelled auditor of CERT-In, having an empanelment certificate.

3. The Bidder shall have a valid PAN and GSTIN Number.



https://etender.mahadiscom.in/

4. Bidder should have average annual financial turnover of at least Rs. 11.3 lakhs for
the last three audited financial years.

5. The Bidder should have positive Net worth after tax during each of the last three consecutive
financial years (ie. FY19-20 & FY20-21 & FY21-22.).

6. The Bidder should have executed at least 3 orders in last five years of similar nature of jobs,
particularly in Cyber Threat & Vulnerability Assessment and/or Site Security Audit Services at any
Govt. Department / Quasi Govt. Dept / PSU / Board / Council.

7. The bidder must not be under a declaration of ineligibility / banned / blacklisted by any State
or Central Government / any other Government institutions in India for any reason as on last
date of submission of the Bid or convicted of economic offence in India for any reason as on last
date of submission of the Bid. Bidder should comply all conditions mentioned in MSEDCL
POLICY & PROCEDURE FOR DEBARRING OF AGENCY (enclosed as Appendix 1).

8. The firm should have complete understanding of Indian statutory laws, cyber law, IT Act,
governance, taxes / duties, Government budget updates, import / export updates &
implementation for Clients of similar stature.

9. The Bidder should be certified for ISO 27001:2013 and ISO 9001: 2015.

10. The Bidder must have certified auditor as mandated by CERT-In.

Chief General Manager (IT),
MAHARASHTRA STATE ELECTRICITY DISTRIBUTION COMPANY LTD.,
4th FLOOR, PRAKASHGAD, PLOT NO. G-9,
PROF. ANANAT KANEKAR MARG, BANDRA (EAST),
MUMBAI - 400051
Phone- 022-26474211
Email- cybersecuritycloudapps@mahadiscom.in



mailto:Email-%20cybersecurityapp@mahadiscom.in

PRE-BID QUERIES FORMAT
Pre-Bid Queries Format

Tender Name: Appointment of CERT-IN Empaneled Security Auditor Agency for Cyber Security Audit
of MSEDCL Web facing & Business Critical Applications.

Tender No.:

Name of the Company:

Name of Key Person:

Key Person Contact details: Mobile: Email:

Tender Purchased: YES/NO:

Sr. Clause No. Page No. RFP Section & Clause Query

1

2

3

Note:
1. It is to be noted that Pre-Bid Queries must be sent before Pre-Bid Queries submission date

mentioned in tender document. An query sent afterwards shall not be entertained.

2. Pre-Bid queries should be sent on cybersecuritycloudapps@mahadiscom.in only. Other
mode of communications shall not be accepted.

3. Pre-Bid queries shall be sent only in above format.

4. MSEDCL is not bound to reply all the queries.

5. Replies of Pre-Bid Queries shall be published on www.mahadiscom.in website (Tenders
section)




